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Property today is stored, traded, and processed
in digital databases. These are targeted by a
rapidly growing industry of cybercriminals.
Protection requires vigilance and a professional

infrastructure.

<< ow to Catch a Mouse” is the title
I_I emblazoned on the hefty manual that
the often hapless Tom Cat slams shut
with a bang. With a searching grab, he snatches
up Jerry, the little mouse who is wedged in the
book, and cheers with glee. But, as so often
happens, the mouse cleverly manages to escape
his predicament, and the wild chase begins all
over again. This scene from the 1944 Oscar-
winning cartoon “Mouse Trouble” is timeless, as
is the entire cartoon series “Tom and Jerry”,
which has been produced in countless variations
for over 80 years. It represents a never-ending,
generally escalating, game of cat-and-mouse, full
of great ingenuity and reversals of fortune. Just
when one of the two thinks he has finally secured
victory, the tide turns against him. These very
comics recently served as the guiding theme for
a presentation by one of Switzerland's leading
digital security companies in the fight against
cybercrime. Despite the humorous framing of the
message, the topic is both serious and highly
relevant.

The world’s third-largest economy

For some time now, questions of data security
and cybersecurity have no longer been solely the
concern of IT and compliance departments in large
companies. Increasingly, high-profile cases of
extortion by hackers are coming to light, such as
the attack on the Neue Zurcher Zeitung (NZZ) in
March 2023, which the newspaper publicly
analysed a year later with a detailed report. The
NZZ is in good company: victims include law firms,
banks, insurance companies, industrial firms,
service providers, and even the Royal Mail in the
UK or the City of Dallas in the USA. Extortionate
cyberattacks are now commonplace, with a strong
upward trend. Wealthy individuals and family
offices are also obvious targets. According to a
recent survey by the US bank JP Morgan, one in
four surveyed family offices reported having been
the victim of a cyberattack. At the same time, 20
percent of the surveyed institutions had not yet
implemented any significant measures against
cyberattacks. Accordingly, the big US bank
established its own “Global Cyber Advisory Team”
and produces videos to offer wealthy clients advice
on dealing with internet crime.

Although the theme of data security is
omnipresent nowadays, many companies and
individuals still underestimate the risks. In the
meantime, nefarious, highly professional value
chains are at work which, from a purely business
management perspective, bear comparison with
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less dubious industries. Thus data is first
"hoovered” from the internet, stolen and then
sold at low prices. Next, the data is filtered into
promising datasets, such as potential access to
bank accounts or corporate networks, processed,
and resold at higher prices. The ultimate task is to
develop and apply ransomware, then negotiate
with the victims, where substantial sums — often in
the millions — can quickly be at stake.

GDP AND COST OF CYBERCRIME IN USD TRILLIONS
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According to the research  company
Cybersecurity Ventures, which specialises in the
cyber economy, cybercrime will cost USD 9.5
trillion annually in 2024. In the global ranking of
economies, the dark side of the internet economy
would rank third, behind the USA and China, and
far ahead of Germany (see chart above). In
addition, annual growth rates are an enormous 15
percent. This comes as no surprise, given that
every digitalised individual and organisation is a
potential victim or “client”. And in times of
geopolitical tensions, unfriendly state and non-
state  activities increase  significantly.  For
governments, whose key task is internal and
external security, this topic moves to the top of the
agenda. This is also true for us, particularly
regarding financial market regulation, as the
security of banks and insurance companies is
central to the economy. This is why FINMA (the
Financial Market Supervisory Authority) in
Switzerland is promoting the issue of cybersecurity
with great urgency.

Data, data, data

There is one point in which cybercriminals are
no different from traditional burglars, postal
thieves, or bank robbers: they are after money, or
something that leads to money. Anyone who
owns something should thus harbour no
illusions. Unlike in the past, assets today are
increasingly stored electronically rather than
physically. This is true not only for money or
tangible assets, but also and particularly for proof
of ownership. Ownership of assets such as real
estate (land register) and securities (share
register, etc.) is rarely documented in physical
form nowadays. It is hard to imagine what would
happen if these proofs of ownership were to be
deleted, overwritten, or rendered unusable for
any reason. Ownership could no longer be
assigned and proved, and chaos would reign.

Given the aforesaid, it is clear that the perpetual
cat-and-mouse game has primarily shifted into the
digital world. The days are gone when the village
policeman could patrol the streets and ensure
order. Robberies now are less likely to be carried
out with guns than with mobile phones, tablets,
PCs, corporate networks, data centres and
internet connections. Today's gun is the skull on
the screen. According to research by the
International Data Corporation (IDC) in the USA,
by 2025, the average connected person will have
a virtual data exchange every 18 seconds, day and
night, whether through location data from their
mobile phone or a network-connected vehicle. In
2020, the figure per capita was 144 seconds, and
in 2010 it was 17 minutes. As our chart on the
next page illustrates, the amount of virtual data
generated each year is growing exponentially. It is
measured in zettabytes: if all 154 zettabytes
generated in 2024 were loaded onto traditional
DVDs and stacked, they would circle the Earth
nearly 200 times. Just three years ago, that
amount was less than half what it is today. Plenty
of material for criminals.

Of course, not all of this data is stored, nor can
it all be exploited for criminal purposes; much of
it is trivial or useless for theft, fraud and
extortion. Personal financial data and access to
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such data make up only a tiny fraction of this vast
sea of data. However, it is this information that
cybercriminals particularly target, which means
the level of protection here must be
correspondingly high. This may sound obvious,
but it cannot be emphasised enough in today’s
world. All too often, the focus is on speed and
convenience, especially in financial matters. And
despite all the advances in technology, there is
always a trade-off between security and comfort.
And, this should also be said: security does not
come for free.
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Anyone who has had the opportunity to visit a
modern data centre, where sensitive data is
processed and stored, gains a better
understanding of the complexity of data security
today. It begins with physical protection. Thus,
visitors work their way through multiple layers and
levels of security architecture: access controls
including security mantrap portals; redundant
systems for cooling, electricity production in the
event of a power failure, and power distribution;
measures to prevent water intrusion and fire;
constant camera surveillance; and much more. Far
down, several floors underground, anonymous
and accessible only to authorised personnel, lies
the cage for storing and processing valuable bank
data — a small, unassuming area, but effectively a
modern high-security vault.

Manual for digital security

However, a data fortress does not equal a
cyber fortress. The latest security standards
demand more: among other measures, programs
must constantly be kept up to date and system
access must be conducted through at least two
different methods (“multi-factor authentication”).
For companies with particularly sensitive data,
systems must be monitored around the clock by
a specialised cyber security firm, with the ability
to intervene and interrupt if necessary.
Technology and processes must be continuously
reviewed for security, ideally by external
specialists. In our bank, we are convinced that the
bank status and associated regulations act as a
continuous fitness program, especially for data
and process security — after all, asset managers
are essentially businesses dedicated to processing
and storing asset data.

As ever, though, the weakest link in the data
security chain is us —humans. We leave data lying
about and fail to lock our devices, we share
information about ourselves and our company on
social networks, we expose ourselves to
psychological pressure to act quickly, we click on
links out of curiosity or negligence that we should
not even touch, we write our passwords down
next to the computer — and much more. As a
company, we are therefore convinced that the
muscle of security awareness must be
continuously trained. This applies not only to us
but also to our clients. Another thing to
remember is that in such an environment,
banking secrecy with its criminal law component
is far from outdated.

The spiral of technical escalation in the
perpetual cat-and-mouse game is already moving
to the next level. For example, deepfake videos
and voice imitations are being used to issue
fraudulent payment orders. Should payment
transactions be completely separated from asset
management? No doubt, Tom's manual will
never be finished.

IA, 30.09.2024
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GROUNDS FOR OPTIMISM

hen pagers are exploding in the faces of
Wsome, drones are thundering down on

others, and still others are openly
threatening the use of nuclear weapons; when
one government after another in Europe seems
to be imploding; when the world's most
important central bank slashes interest rates
almost in a panic, it cannot, in all honesty, be
called just another day in paradise. No, the
opposite seems to be true: difficult, even
seemingly unsolvable conflicts around the
globe; incompetent, dishonest, even criminal
figures in key positions; skewed developmental
paths leading to the oblivion of servitude and
social disintegration; debt levels like never
before; and an unparalleled nonchalance in
dealing with them.

Perhaps we have overlooked something on
the real side of the world. Something very
reassuring. Something that could stabilise the

world for years to come.

One would think that such an accumulation
of adversity should somehow be reflected in the
development of the financial markets. But that
is not at all the case. Not only have many key
stock indices performed relatively well this year,
and currency relations remained quite stable,
but more importantly, risk premiums in the
credit market have normalised, and volatilities —
the measure of risk for all fluctuating prices —
have reached historical lows. Where does such
confidence — or perhaps even carelessness —
come from?

Perhaps we have overlooked something on
the real side of the world. Something very

reassuring. Something that could stabilise the
world for years to come.

Yes. That's it. We thought the United States
was on the verge of collapse. After all, the
prospect of a presidential election between one
candidate who was unelectable (due to the
alleged onset of dementia) and another who was
erratic loomed large. The possible, even
seemingly likely, outcome was a deep
constitutional crisis, perhaps even a threat to
democracy itself. However, when things get
darkest in America, the nation seems to pull itself
together. Once again, Winston Churchill’s old
dictum seems to hold true: “You can always
count on Americans to do the right thing, but
only after they've tried everything else.” The
elections have been saved. The point here is not
specific individuals, but the system. A democracy
is different from an autocracy in that the transfer
of power is orderly. That makes it far superior.

As a result, the United States can continue to
be the leading nation of the free world,
imperialistic tendencies or not. The world’s
largest free capital market will remain intact,
along with the unstoppable, and logical, trend
toward continued globalisation. Without the
United States, we could forget about free-
market economics, capitalism, and even a
reasonably sound level of economic growth.
Europe cannot fix things alone. We need the
strong partner on the other side of the Atlantic.
The rescue of true elections — and thus of the
United States as an institution — is the best
possible news, though the markets have not yet
fully priced it in. Life can go on; the apocalypse
has, for the time being, once again been
postponed.

KH, 30.09.2024
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